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Abstract

As the extent of distributed systems grows, group communication has proven
to be a useful paradigm for developing reliable services in asynchronous distributed
systems. The most important aspect in the group communication paradigm is the
group membership maintenance. The major role of group membership maintenance is
to track all membership changes that occur among processes and transforms these
changes into a set of agreed upon views that represents the set of members
participating in the current membership change.

In this thesis, we further discuss and enhance the design and implementation
of a novel project that supports a group membership mechanism. This mechanism
does not only handle process failures but also responds to network partitioning and re-
merging, by allowing the installation of multiple concurrent views. Two new
algorithms are proposed to enhance the membership service layer of the Jgroup
Reliable Distributed Object Model. Theoretical and experimental results are obtained,
showing that both algorithms have achieved their main goals, which are enhancing the
membership service in Jgroup and still conforming to Partitionable Group

Membership Service characteristics.
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Chapter 1

1 Introduction

The notion of Group Communication has proven to be a crucial and useful
paradigm in the development of a reliable and highly available asynchronous
distributed system applications [KSMD98]. This paradigm has four main
mechanisms that are extremely vital to achieve a reliable group communication
service: a group membership service, a multicasting mechanism for handling the
multicasting of messages among the group members, a failure suspicion service for
the system to be fault-tolerant and finally a message delivery semantic mechanism for
handling message deliveries. The most important aspect in the group communication
paradigm is the group membership maintenance.

The main role of the group membership service is to manage and maintain
processes inside the group. It tracks all membership changes that occur among
processes and transforms these changes into what is called a view that is considered
the output of the membership service. A view consists of a list of group members who
participate in the current membership change, and a unique identifier.

A lot of work has been done in the area of Group Communication, specifically
on the group membership service. It must be noted that communication in distributed
asynchronous systems can never be reliable without considering issues like process
failures and network partitioning. Those aspects must be dealt with as normal events
that must be confronted. Group partitioning is a major research subject in which
communication is disabled among processes that are partitioned from the rest of the
group. Earlier work supported primary partition model, where it considers its only

survivor, the partition that has the maximum number of processes, whereas the rest of




the members in other minor partitions are considered as faulty processes. The group
membership service in this model has a weak type membership, which requires only a
single view that is agreed upon by all members of the group at any execution time.
However, it has been found that the primary partition model is not suitable to support
“partition-aware” applications in modern large-scale asynchronous distributed
systems. Hence, attempts started to move towards systems that could support
multiple group partitioning. The membership service now does not only support
changes in the process level only, like simple join/leave requests, but in
communication between processes in the same partition as well as in changes among
processes in multiple partitions. Multiple concurrent views can now exist since
processes in different partitions could have different perceptions to the membership
changes.

In order for systems to support a reliable partitionable group membership
service (PGMS) that could handle partitioning and re-merging of processes, a formal
specification of partitionable group membership service must be stated carefully.
Much theoretical and experimental work done in this area to define a set of formal
requirements for the membership service have proven to be unsatisfactory, which
made the partitionable group membership service still an open problem.
Specifications of PGMS must be strong enough to preclude useless or trivial solutions
as well as being weak enough to be implementable in asynchronous systems
[DBM97]. The most recent work done in this area, is in the computer science
department at the University of Bologna, Italy [BDM99]. This work aimed at
building a set of formal specification of PGMS avoiding flaws and trivial solutions
found in prior works. Their most recent project developed, is the Jgroup Reliable

Distributed Object Model [Mont99]. This model is still an evolving prototype that is
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designed and implemented to become an extension to Java distributed object model
where all objects interact via Remote Method Invocation (RMI), in addition to its
support to the new formal specifications of the Partitionable Group Membership

Service (PGMS).

1.1 Problem Description

The problem tackled in this thesis is how to enhance the performance of the
partitionable group membership service implemented in Jgroup model. How to make
PGMS service reliable enough to execute in less execution time with less number of
messages exchanged among group members. By which, views can be installed faster

and yet still abiding to the formal specifications stated for the PGMS service.

1.2 Solution Highlights

In this thesis, we present two new algorithms implemented in Jgroup model to
enhance on the existing group membership service. In Jgroup, the membership
algorithm terminates in four rounds with servers exchanging five types of messages in
two different states. The first proposed algorithm is designed to show that Jgroup
algorithm, though still executing the membership changes in four rounds, can still
perform efficiently but in less execution time, by avoiding the sending and receiving
of messages that might be ignored at certain situations when the network becomes
stable. Performance results show that the first algorithm has successfully reached its
aim and Jgroup has executed the different membership changes that occur in the
group in less execution time than the original algorithm.

The second proposed algorithm, on the other hand, divides Jgroup
membership service algorithm into two parts, the fast agreement algorithm and the

slow agreement algorithm. The fast agreement algorithm allows termination and




installation of a final agreed view among members of the group in a maximum of two
rounds only. Still, making sure of synchronization among servers to avoid the
delivery of obsolete views and still conforming to the PGMS specifications. If
temporary inconsistencies occur between views perceived by processes in the same
group, due to lack of symmetry or network instability, the algorithm has to run more
rounds among the servers. Hence, the slow agreement algorithm is executed where
the algorithm run in a maximum of four rounds as in the original algorithm ensuring
final stability. Again, the performance of the Jgroup algorithm has been enhanced
using the second proposed algorithm and the time needed to respond to a membership
change has been reduced since the fast agreement algorithm is used in most cases

when the network stabilizes.
1.3 Thesis Objectives

This thesis makes the following contributions:

e The Jgroup Reliable Distributed Object Model: A thorough study of Jgroup
will be presented in chapter 4, to have a closer look at the Partitionable Group
Membership Service, PGMS, developed in Jgroup along with its major properties.
The main structure of the algorithm and the algorithm specifications and
implementation is further discussed. Finally, this chapter concludes with the major
strengths and weaknesses found.

e A Client-Server Oriented Group Membership Algorithm in WANs: This
model was especially designed for WANs. The reason why I studied this system is
because of its idea of decreasing the number of message exchange during the
membership service. Although the algorithm is not as powerful as Jgroup, but if this

idea was developed in Jgroup, the performance of the PGMS service will be further




enhanced. The Client-Server model specifications, structure and algorithm is
discussed in chapter 5. The chapter concludes with a comparison table of Jgroup
and the Client-Server models, specifying the major strengths and weaknesses of both
models.

e  Enhanced Jgroup Algorithm I: My contribution in this algorithm is to prove
that the performance of Jgroup can be enhanced. Though the same execution rounds
will be used as in the original algorithm, the number of message exchanged will be
decreased depending on the type of network changes that occur during execution.
The new membership service will be found to execute in faster execution time than
the original Jgroup. A description and a pseudo code of this algorithm are presented
in chapter 6.

o Enhanced Jgroup Algorithm II: From the Client-Server model discussed
earlier, another novel algorithm for Jgroup is designed and discussed in chapter 7.
This algorithm is able to combine the strengths found in Jgroup and the Client-
Server model avoiding the major weaknesses in both. Coming up with a PGMS
service model that executes in maximum of two rounds in most cases and in four
rounds in cases where major network instability exist.

e  Proof of Correctness of the Enhanced Jgroup Algorithm II: Appendix A
presents a thorough proof for the second algorithm, algorithm II. This proof is
divided into two major parts. First, I prove that the algorithm terminates in all cases.
In addition, the new algorithm still conforms to the PGMS properties stated in the

original Jgroup.

1.4 Thesis Organization

The rest of the thesis is organized as follows:




Chapter 2 presents previous research on group communication protocols,
semantics and mechanisms.

Chapter 3 presents different formal specifications of Partitionable Group
Membership Service (PGMS) in systems that support group partitioning.
Chapter 4 presents the Jgroup Reliable Distributed Object Model structure,
algorithm and its membership specifications.

Chapter 5 presents the Client-Server Oriented Group Membership Algorithm in
WANS.

Chapter 6 details the first enhanced Jgroup algorithm, Algorithml. It includes
the algorithm description and performance results.

Chapter 7 presents the second enhanced Jgroup algorithm, AlgorithmlI. It
details the algorithm specifications along with its performance results.
Chapter 8 concludes the thesis.

Appendix A proves the correctness of A/gorithmll that it still conforms to the
partitionable group membership specifications mentioned in Jgroup.

Appendix B presents the code implementation details.
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Chapter 2

2 The Group Communication Paradigm

2.1 Why Asynchronous Distributed Systems?

Many practical real-world distributed applications could easily be considered
more realistic, if they are not based on assumptions like clock synchronization or
maximum message delays. Such applications could neither have an exact
synchronization of local clocks nor have setting of a global time. Hence, an
asynchronous distributed system model could easily fit those types of applications.

Asynchronous distributed system model places no bounds on communication
delays, such that, neither the relative speed of processes nor message delays could be
bounded, due to several factors such as allowing for message non-blocking, transient
failures or load variation on the communication environment.

However, an arbitrary drift in local clock rates could occur which may lead to
a process lack of response. This leads to a major drawback in the asynchronous model
since there would exist an impossibility to determine whether a communication failure
or a process crash is the main cause of such a problem. Hence, a failure detection

technique should exist to suspect and handle such failures.

2.2 Communication Paradigms in Distributed
Systems

In distributed systems, communication paradigms could take different forms:




2.2.1 One-to-One Communication

This type of communication is based on the client-server model. A single
server serves a single client, local to its machine, via a simple message passing, or

remote from its machine, via RPC (Remote Procedure Calls.)

2.2.2 One-to-Many Communication

A single server could serve multiple clients using replication. Replicating data
helps in improving system performance by ensuring that information is highly

available in cases of failures or crashes.

2.2.3 Many-to-Many Communication

This type of communication introduces the group communication paradigm
where a number of servers/processes form a group where they all co-operate to
perform a certain required task for a set of clients. The group communication
paradigm allows applications to become highly available and totally reliable [Maf95].
This makes the system behavior predictable despite of failures or processes joining or

leaving the system dynamically.

2.3 Group Communication Components

In order to understand the notion of Group Communication paradigm, we must
understand 1ts main mechanisms. Four main mechanisms are extremely vital to
achieve a reliable group communication service. It should support a Group
Membership mechanism to detect changes among processes during operation, a

Multicasting mechanism for sending messages to group members, a Failure Suspicion




mechanism for the system to become fault-tolerant by handling group splitting and re-

merging, and finally, a mechanism for Message Delivery Semantic.

2.3.1 What is a Group?

A group consists of a collection of distributed members in which each member
communicates with other members in the group sharing some global state and
cooperating towards achieving a common goal. Processes that exist outside the

group, view the group as a single unit or process.

2.3.2 Types of Group Members

Members of the group are either processes or objects that dynamically leave or
join the group. Processes that join the group are considered operational; i.e., they have
not left the group. On the other hand, processes may dynamically leave the group,
become unreachable due to failures, or are expelled from the group via the group

communication paradigm.

2.3.3 What is Group Membership?

“Group Membership manages the formation and maintenance of processes
inside the group ” [RSB93]. It tracks all process changes, i.e., changes in the process
itself when dynamic join/leave requests occur or changes among mutually reachable
processes communicating within the group when a process or link failure occur. The
group membership service transforms these changes into views that are agreed upon

by all members of the group.




2.3.3.1 Whatis a View?

A view is defined as, “A4 snap-shot of the group membership at a certain point
in the execution of an application.” [Maf95] Multiple views might exist in each
process, which comprises a view list consisting of the process changes during an

execution. Consider the following example:

V4
V2 V2
Vi p -
p q p
p
q r
P q r S C.l V4
Vi I
— i : p
VP—{(Ps‘])»(P,fla’)s([?,(j,l',s)} p q
q I
Vi V3 Y4
V3 S
D p p
q q q q P
S r q
S S
Vg ={(p0):(0.4,9).(P.q.7.5)}
(Figure2.1-a) (Figure2.1-b)

Figure 2.1: Group Membership Changes & Installation of Views

Figure 2.1 shows a change in a group behavior during a certain execution

time. The group contains two processes, p & ¢ reachable from each other. Sop & ¢
both install the same view v/’ = v;? = {(p,q)}. Suppose after some time, processes, r
& s join the group where r becomes reachable from p and s is reachable from g.
Hence, p installs its new view change as v; = {(p,q,r)}, and q installs vs ={(p,q,)}-
Since the four processes belong to the same group, they should all become mutually
reachable from each other. Hence, the group membership service will install a final

agreed view, v4={(p,q.7,5)}, consisting of all processes p, g, ¥ and s. Both diagrams in
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Figure 2.1 describe the same example. Figure2.1-a represents the changes that occur

in each process, with a list, 77, of all views the process has installed. As of
Figure2.1-b, it shows the whole group action and how the group membership service

installs the different views.
2.3.3.2 Types of Group Membership

In recent years, different kinds of Group Membership protocols emerged, as

described in [Maf95]:

o Weak Group Membership Protocol (Weak-GMP):

Guarantees consistent views among all group members provided that no
failures or join/leave requests occur during execution time. It is considered the
weakest type since it is a “suspicion-free”, “failure-free”, type with no attempts to
track failures where temporary inconsistencies would emerge.

o Strong Group Membership Protocol (Strong-GMP):

This type of membership imposes more restriction on handling failures, and it
guarantees consistent views among group members. Its main restriction is that it
allows view changes among all processes to be seen in the same order, which is not
always the case. This would affect the specification of Strong-GMP, which will
further be investigated in chapter3.

o Hybrid Group Membership Protocol (Hybrid-GMP):

This protocol is a combination between the weak and the strong types of group

membership, where it allows for a more relaxed level of consistency among group

members. This will be discussed in more depth in chapter 3.

11




2.3.4 Multicasting & Ordering of Events

Processes inside the group receive messages via a single multicast
communication operation. Multicast techniques have several types along with various
ordering semantics. To name a few:

2.3.4.1 Types of Multicasting

e FIFO Multicast

This multicast technique has the weakest ordering semantic, where it considers
a First-In-First-Out multicast. It ensures that if a process multicasts a certain message
m, before m;, m; will not be received by any process unless m; is delivered first.
e Reliable Multicast

It doesn’t allow for spurious messages to be sent, and it guarantees that the
message 1s sent to all group members provided that the sender doesn’t fail.
e Totally Ordered Multicast

Guarantees that messages sent in a certain order should be received with the
same order by all group members.
e Causal Multicast

It uses the happen before relationship described in [Maf95], it ensures that if a
message depends on another message that happened before it, this message will not be
received unless the one that occurred before, has already been received.
e Unreliable Multicast

Multicasting could also be unreliable where messages may not be received by

all processes in the group, or duplicate messages may exist.

12
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2.3.5 Fault Tolerance

As previously noted, systems that follow the asynchronous distributed system
model must devise a failure detection mechanism to handle any kind of failures that
could occur, and to allow the system to become failure resilient and fault tolerant.
Different kinds of failures exist in distributed systems, however, our discussion here
in this thesis concentrates primarily on the types of failures that causes the system to
partition.
2.3.5.1 Partition & No-Partition Assumption

It may be tempting to assume that communication in distributed asynchronous
systems is totally reliable, where issues of process failures and partitions are avoided.
However, as the geographic extent of distributed systems start to widen, more
complex structures start to emerge where network failures and partitioning would
normally occur or even imposed. Hence “failure and Network partition should be
seen as a normal not as an exceptional occurrence” [ ACT95]. In other words,

services where partitioning occur should be confronted explicitly.
2.3.5.2 Types of Partition Failures

Failures that cause partitioning are of two main types:
e Virtual Partition

This is a type of erroneous failure suspicion where one assumes that a failure
occurred but in reality it is only an illusion. An illusion could occur at the process
level stated as Virtual Process Failure, which assumes that the process has failed but
actually it is only very slow. In addition, there may exist a Virtual Link Failure
where a communication link is assumed faulty while it is only heavily loaded. In both

cases of virtual partitioning we assume partitioning to occur.

18




e Actual Partition

Actual partitioning indicates that a real failure exists. In other words, a
process has either failed by crashing or a network link has actually failed or got
disconnected. An Actual Process Failure is considered permanent, while an Actual
Link Failure is only temporary since links could be re-paired and communication re-
established. Hence actual link failures would cause group splitting but group

members would re-join after repairs.

2.3.6 Group Partitioning & Re-Merging

2.3.6.1 Group Partitioning

Group splitting disables communication among processes that partitioned from
the rest of the group members. Partitioning could either be a clean partitioning or a
non-clean partitioning [BDGB95].
e Clean Partitioning

Clean partitioning, also called Strong-Partial, occurs when the set of processes
that have partitioned from the actual group are mutually unreachable, i.c., the
intersection between them is ¢. Hence, concurrent views are allowed to exist.
Consider the following example shown in Figure 2.2. Suppose we have a group
consisting of two processes, p & g that are mutually reachable. Both processes install
an initial view v; = {(p,q)}. However, at a certain point in the execution time, p
becomes unreachable from g (a partitioning occurred). So, p installs a different view
containing only itself, v = {(p)}, as well as g, which excludes p from its view and

installs view v3 = {(q)}.

14
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Y1 V2

P
P q P Y2
Y
Vb ={(p,q),(p)} P
q
Vi V3 V3
P
aibyie E i
Vg ={(p.q):(q)}
(Figure2.2-a) (Figure2.2-b)

Figure 2.2: An Example of Clean Partitioning

e Non-Clean Partitioning

In Weak-Partial or Non-Clean Partitioning, exceptions could occur causing a
non-clean partitioning where the intersection among the partitioned groups, are not
empty. In this case, views may not be distinct where we could experience the
problem of overlapping views as discussed in [BDGB95]. Overlapping views occur,
when a process is seen as reachable in different partitions, as depicted in the following
example.

Consider four processes, p, g, r & s, fully operational and mutually reachable.
All processes initially install the same view v;={(p,q,#,s)}. At a certain point in the
execution time, g becomes partitioned from the rest of the group. Hence, ¢ starts to
install a successor view to v;, v>={(q)}. Remaining processes p, » & s will detect that
q is unreachable due to partitioning and they tend to install a new view excluding g,

and installing vs = {(p,r,s)}. Processes, r and s were successfully able to install vs,

15




however, a link failure occurred at p, and p is no longer reachable from the group. So,

p has to install another view, v,={p}, including only itself.

Vi Vy4 Vg
B p p
P q q
2
s
Ve ={(p,q.7,5),(p),(p,q)} q Ve
A4 V2 \' \'2 |
= p
q a q 2 g V4 q
r r p Vs
S
— S V3 r
Va = (00,5, @ (P )} o
il V3 Vs it
p p f S
I,s lq r S
S
S
177‘,5 ={(p,q,7,5),(p,r:5),(r,5)}
(Figure2.3-a) (Figure2.3-b)

Figure 2.3: An Example of Non-Clean partitioning & Re-merging

As shown in Figure 2.3, one can find that p still appears reachable from r & s

in v; while it is actually unreachable due to partitioning. Hence, p appears to
participate in two views simultaneously, which implies that v3 & v, are two
overlapping views.

In systems like Relacs[BDGB95] and Jgroup [Mont99], they eliminated the
overlapping views by assuming that sooner or later the following scenario would
occur, where processes r & s will realize that p is no longer reachable, and it will

exclude p from the group installing another view consisting of 7 & s only, stated as,

vs={(r,5)}.
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2.3.6.2 Group Re-Merging

As previously noted, link failures are not permanent, i.e., a communication
link is re-established after repairs, and multiple partitions are re-joined where they all
merge into one single partition. Asa result, processes should regain their state and

they all have to install the same view. Reference to F igure 2.3, suppose now

processes, p & g are merged again into one group. Both will install one common

view vs={(p,q)}, which contains both processes p & q.

2.3.7 Message Delivery Semantic

The last major mechanism that should exist in a reliable group communication
service, 1s the mechanism for handling the delivery of multicast messages. It must
provide an execution environment where the delivery of messages along with group
membership views, appear as if they all occurred at the same logical time. Hence, the
power of the semantic stems from the integration of message multicast and view
changes installed by the group membership service.

Different types of message delivery semantics appeared in recent years to

adapt with the problem of partition failures:
2.3.7.1 Virtual Synchrony Semantic

This type of semantics was designed to fit the “no-partition” assumption
where it handles message delivery for only a single group that has not partitioned, or
handles a group where the maximum number of operational processes reside when a
partition occur. Virtual synchrony guarantees a consistent delivery of multicast
messages where processes belonging to the group, must deliver the same set of
messages in the same specified order. Its main drawback appears when a partitioning

occur, where the system could deliver messages in an order inconsistent with the
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order of messages imposed inside the group. Hence, virtual synchrony, has a limited
capability, since it fails to handle network partitions, re-merges, Or process recovery.
2.3.7.2 Extended Virtual Synchrony Semantic

It generalizes the notion of virtual synchrony to support process failure,
process recovery, Network partitions and re-merges. Hence, it allows for different
message deliveries among processes when partitioning occur. In the mean time, it
stresses that all multicast messages must be consistently delivered. Hence, it requires
that despite of partitioning, messages have to be delivered in agreed total and safe
order.

As described in [AMMACYS5], a consistent total agreed order delivery means
that when a process delivers a message, it should already have determined all prior
messages originated within its current view. While safe order delivery implies that
when a process delivers a message, it must be guaranteed that every process has
already received and will deliver the message unless that process crashes.

Restricting message delivery semantics would render system performance,
since total and safe order delivery cannot be guaranteed when group re-merging

occurs, resulting in message inconsistencies.
2.3.7.3 View Synchrony

View synchrony acquires a more relaxed structure than the extended virtual
synchrony type. Besides allowing for partitions and re-merges, it allows for no-
ordering semantics in its structure, but, it can only provide guarantees on messages
delivered among processes who survived from one view to the next consecutive view

belonging to the same partition.
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2.4 System Models Supporting Partitioning

Much work has been done in the area of group communication. In this work,
Wwe are concentrating on those models that handle the problem of partitioning and re-
merging. In addition, we show how this has affected their specifications of the group

membership service; message multicast, delivery semantics and finally, failure

detection.

2.4.1 Primary Partition Model

2.4.1.1 Specification

First attempts to adapt the partitioning problem are classified as the Primary
Partition Model. This model allows for partitioning to exist. However, it only
considers partitions that has the maximum number of processes to be detected as the
only surviving group, where the rest of the processes in other minor partitions are
considered faulty and can only join the primary partition group as new members.
Hence, it assumes the Fail-Stop model, where a process or network link recovery is
impossible. In addition, the group membership specification requires that at most a

single-agreed view of the group is active at any execution time.

2.4.1.2 Related Work

e [ISIS Toolkit
ISIS toolkit, [BCGI1, Ami95], is considered one of the first projects to design
group communication service into their system structure. Processes in ISIS can
dynamically join or leave groups. The system allows multicasting of messages to
members of the group to be in total order (4 BCAST), and/or in causal order
(CBCAST). A membership service is built to notify for any process changes due to

voluntarily join/leave requests or due to process failures. It allows for Membership
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Atomicity by guaranteeing that membership changes are totally ordered and
synchronized among communicating group members. ISIS failure monitoring
technique is based on the Fail-Stop model by allowing for Failure Atomicity to ensure
that processes that are no longer within the group will transparently be terminating
and can join only as new members. Hence, process recoveries, network partitions and
re-merges are not supported. However, ISIS toolkit was the first to provide virtual
synchrony semantics to handle the synchronization of multicast messages. It ensures
progress of connected components inside the group, however, if a network failure
occurred, ISIS may deliver messages in an order inconsistent with the order

determined by the group. Unfortunately, ISIS is no longer commercially available.

e Electra Object Model Toolkit (EOM Toolkit)

This powerful toolkit was built at the University of Zuirch in 1995 [Maf95].
The power of this model stems from permitting object-oriented programming in its
group communication service structure through a CORBA-compliant interface.
Members of the group are viewed as objects where their detailed specifications are
totally encapsulated. Electra system design is flexible enough to adapt with various
communication subsystems like ISIS [BCG91], HORUS [RBG92] or Transis
[DMS95-2]. The system provides asynchronous one-to-many communication. It
allows for a reliable multicast operation for message passing among group members.
Since EOM is a primary partition model, its membership service propagates changes
only due to member failures or join/leave requests ensuring a single agreed and
ordered view among objects of the group. Electra uses a failure suspector service to
suspect failures allowing for both actual and virtual process failure assumptions.
Hence, partitions and re-merges are not allowed. However, executions in Electra are

virtually synchronous and consider the synchronization model of EOM where events

20




TS T B R e e

like the delivery of multicast messages, view changes and failures appear as if all

occurred at the same logical time.
2.4.1.3 Problems with the Primary Partition Model

The primary partition model is found unsuitable to support ‘partition-aware’
applications that run in modern large scale asynchronous distributed systems. This is
due to the fact that guarantees to have a single agreed view at any point in the
execution time, is impossible. In addition, exception might occur where a primary
group cannot be maintained. This could occur if the system splits into multiple small
partitions where non of them fits to be selected. As well as, when a majority of the
machines fail, a primary partition would be impossible to allocate. Hence, attempts

started to head towards supporting multiple group partitioning.

2.4.2 Multiple Partition Model

2.4.2.1 Specification

In this model, group splitting when network link failure occur and, group re-
merging when communication link is restored, are both allowed. Hence, group
membership semantics serve not only changes in the process level, i.e., simple
joir/leave requests, but in communication between processes in the same partition and
in changes among processes in multiple partitions. As a result, multiple concurrent
views are installed, since processes in different partitions will have different
perceptions of the membership of the group. Virtual synchrony will further be
enhanced in this model to support partitioning which introduces the notion of
extended virtual synchrony and view synchrony. In addition, failure detection

technique will no longer assume the Fail-Stop model, but rather, a failure detection
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mechanism will be supported to suspect both, actual or virtual process and link
failures.

Systems that support this type of model are considered ‘partition-aware’
systems, since progress is made despite the existence of multiple concurrent
partitions. The following related work specifies the characteristics of ‘partition-
aware’ systems that fit the multiple partitioning model.

2.4.2.2 Related Work

e Newtop System

Newtop, [EMS95, Ami95], is a general purpose group communication
protocol under the asynchronous communication environment. In this system
structure, processes may belong to many groups with varied sizes. Communication is
provided through reliable multicast preserving causality and total order delivery of
messages. Newtop, handles process crashes and network partitioning, but it doesn’t
allow for process recoveries and group re-merging. A weak failure detection
technique exists, where the system could suspect processes or communication links
that have never been suspected or have never even failed. Its group membership
service handles process changes due to suspected process failures, or network
partitioning. But despite of the changes, Newtop, imposes total ordering of views and
liveness to be preserved. Since partitioning is allowed, the message delivery semantic
used is the Extended Virtual Synchrony type, but in its limited scale since group re-
merging is not supported.
e HORUS Model

A redesign of the ISIS toolkit built in the Computer Science department at the
Cormnell University, is called the HORUS toolkit [RBG92, Maf95, Ami95]. HORUS

system structure is described as ‘a Box of Lego Blocks’, since it is extensively layered
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and highly configurable. In addition, HOURS is designed to support the group
communication paradigm using unreliable and/or reliable multicast with FIF O, causal,
or total ordering semantics. It supports both group partitioning and re-merging due to
link or process failures. A Membership Layer is designed to handle group

membership maintenance, as well as, an EVS layer, to maintain Extended Virtual

Synchrony semantic.
e Totem Protocol
Totem protocol was built at the University of California, Santa Barbara

[AMMACO95, Ami95]. It is built on a broadcast domain consisting of a finite number
of processes providing reliable multicast and process membership service. A Single-
Ring Protocol is used to handle processes within a certain broadcast domain, i.e.,
within a group, while a Multiple-Ring Protocol layer is devised to handle reliable
delivery and ordering across the entire network. The model handles process failures
and recovery as well as network partitioning and re-merging. Group membership
service allows for concurrent views to exist with consistency guarantees, if
partitioning is a clean-partition; i.e. if processes in different partitions are mutually
unreachable. However, inconsistencies appear if a non-clean partitioning occur, since
agreed and safe order delivery of messages is required.
e Transis System

Transis [DM95, Maf95, Ami95] is developed at the Hebrew University of
Jerusalem. It provides group communication service in a partitionable network
environment. Its communication subsystem provides causal and total order multicast.
Traniss system configuration allows for network and process crashes along with
partitioning and re-merging. Similar to Totem, Transis delivers messages in total

agreed and safe order delivery allowing for Extended Virtual Synchrony. Hence,
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group membership is ‘still’ not strong enough since total ordering guarantees would
cause inconsistent message delivery when concurrent views are installed.

e iBus Toolkit

1Bus, [iBus], is a commercial product that is under development at a Swiss
Software Company located in Zuich. iBus is a 100% pure Java supporting the group
communication paradigm. Its configuration is based on multicast channels where
clients could subscribe to more than one channel through push/pull messages to
receive results published from servers. iBus has an extensively layered structure
similar to HORUS, providing a reliable/unreliable multicast layer, a membership layer
to handle view changes but unfortunately, it has no support for message delivery
semantic layer to synchronize between group membership changes and message
deliveries.
e RELACS Model
RELACS communication subsystem [BDGB95] supports group based

communication service over wide-area networks. Processes communicate through
reliable/unreliable multicasts allowing sometimes for duplicate messages and no
ordering guarantees to exist. The underlying system layers of RELACS contain a
View Change Layer for group membership maintenance. It allows for multiple
concurrent views to exist among different partitions, but ensures view agreement
among members belonging to the same partition. Ordering guarantees are not
restricted in RELACS, hence, View Synchrony semantics for message delivery is
supported.

e Jgroup System

Jgroup is a system under development at the University of Bologna, Italy

[Mont99]. It is a Java RMI based, implemented under Java distributed object model.
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Processes are viewed as encapsulated objects, as in the Electra toolkit, where clients
invoke methods transparent to the object groups, viewed as a single object or entity.
Group Membership allows for view changes as a result of process failures or network
link failures. Changes among objects belonging to the same partition should reach a
final agreed view to be installed among all members. However, it allows for
concurrent views to be installed among different partitions preventing overlapping
views and ordering restrictions. View Synchrony is thus allowed to handle message
delivery to become consistent with membership results. In addition, when partitions
start to re-merge, a reconciliation protocol is devised to bring all processes that joined

from different partitions back to a consistent agreed state.

2.5 Table of Comparison

The following table of comparison, Table 2.1, summarizes the above

mentioned systems showing the rapid transition from the primary partition model to
the multiple partitioning model along with their support to group splitting and re-
merging. It also shows how message delivery semantics along with group
membership service and failure detection mechanisms, affect the criteria and

performance of the imposed models.
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2.6 Summary

The underlying system model that is to support our work should be
asynchronous distributed system model with a formal specification of the group
communication paradigm. It should allow for a reliable total and/or causal order
multicast, with a support for multiple-partitioning. Group membership service must
be formally specified, View Synchrony semantic should be supported and a failure
detection mechanism should be used to handle suspicions and failures when partition

and re-merges occur.
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Chapter 3

3 Partitionable Group Membership
Service (PGMS)

As described in chapter 2, group membership service plays a major role in the
construction of a reliable group communication paradigm in asynchronous distributed
systems. As a result, a formal and detailed specification for group membership must
be stated for an efficient handling of process-to-process or multiple process
communication inside the group, not only on normal join/leave operation but also in
case of process failures, network partitioning failures and merges. So, the main focus
of this chapter is concentrated on the group membership service specifications in
multiple partitioning environments stated as Partitionable Group Membership Service,

or PGMS.

3.1 “Need-To-Have” Characteristics of PGMS

The following, states the main characteristics that we need to have, or expect

to find in Partitionable Group Membership Service requirement.

3.1.1 Single Partition Level

In this level, we consider those processes belonging to the same partition or
within a single group. PGMS must guarantee that processes residing in the same
group must reach final agreement in their view composition and install a single agreed
view that matches the group’s local perception. Changes in views reported by PGMS

in this level, could result from changes in,
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e The Process itself:

Where PGMS reports changes when a process dynamically join or leave the
group, or when a failure occur, where a process has to be expelled from the rest of the
group.

e Between Process-Pairs

PGMS not only considers changes inside each process, but also changes that
occur between process pairs when they communicate within the group. Hence, there
must exist a mechanism where each process could indicate the list of processes
reachable from it during execution. So, when two processes belonging to the same
partition are mutually reachable from each other, they must maintain the same view at
the end of the execution process. However, temporary inconsistencies might occur
during execution time causing processes to become unreachable. Temporary
inconsistencies result from actual/virtual process failures or link failures and
partitioning. Hence, when a process suspects its other party to be faulty, PGMS must
allow this process to remove the suspected unreachable one from its list, and install a
new view excluding that process. Moreover, PGMS must notify other reachable
members of the change, so that they could change their views as well. Hence,
Partitionable Group Membership Service must guarantee that each installed view is

shared by all members of the group engaged or is affected by this change.

3.1.2 Multiple Partition Level

At this level, PGMS deals with changes occurring between processes in
multiple partitions when link failures occur. So, PGMS must devise a partitioning
model to allow for multiple concurrent views to exist, where each partition reports its

final agreed view that might be different from other views residing in other partitions.
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In addition, it should allow for a re-merging paradigm to exist, where the merged
processes adjust their behavior to become consistent and to install a final view

agreement among them.

3.2 Formal Specification of PGMS

In order to allow for the existence of the above mentioned characteristics,
formal specifications of Partitionabl Group Membership Service must be stated and
carefully defined. Much of the theoretical and experimental work done in this area is
to define a set of formal requirements for the Group Membership Service. However,
most of the numerous prior attempts have proven to be unsatisfactory and neither of
them successfully installed a concrete specification of PGMS. Hence, Partitionable
Group Membership Service is still considered an open problem.

Babaoglu [DBM97] stated that, in order to reach a formal specification of
PGMS, we need the specification to be strong enough to preclude useless or trivial
solutions as well as being weak enough to be implementable in asynchronous systems

with failures encountered.

3.3 Related Work

A lot of work has been done in this area trying to enhance PGMS
specifications. This section describes four major and recent works that attempt to
formally specify set of PGMS requirements in order to allow for better system
performance. These requirements are stated in detail including the problems that

might emerge when they are strictly followed in the system.
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3.3.1 Strong Group Membership (S-GMP) by Riccardi

Riccardi’s [Ric93, RB93] major aim in her work is to support a group
membership service that is strong enough to achieve the primary partitioning model.
Though our aim is concentrated on the Partitionable Group Membership Service
requirements, it is so important to first understand the group membership specification
built to achieve the primary partition model and show how restrictions imposed by the

model affects the performance of S-GAP.

3.3.1.1 S-GMP Properties:

Strong-GMP requirements built in Riccardi’s work contains some trivial and
non-trivial properties that have to be acquired and achieved,
3.3.1.1.1 GMP-0 (Base Case):

This trivial property is considered in the group initialization phase, where it
requires a group to be defined. In which, an initial view must be set before
interactions between members start.
3.3.1.1.2 GMP-1 (Validity):

The validity requirement controls the view installation inside the group. For a
process that was once within the group and suddenly is no longer reachable or has
failed, S-GMP must exclude the faulty process from the local views of the other
members believing that this process has crashed. It also imposes a powerful
restriction where installation of views is only acquired by the S-GMP, if certain events
have previously occurred. So, it disallows the problem of capricious view installation

that will be discussed in full in the coming models.
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3.3.1.1.3 GMP-2 (Uniqueness):

Uniqueness is another trivial solution in S-GMP where it requires that every -
view change installed by the process during execution is unique and strictly defined.
3.3.1.1.4 GMP-3 (Sequence):

Since the model tries to achieve the primary partition concept, all processes
within the group, when views are defined, must acquire the same sequence of local
views. Such that, when the system tries to check a certain view at a certain execution
time, views in all processes participating in the group must be identical.
3.3.1.1.5 GMP-4 (Liveness):

The final requirement built in this model ensures liveness during group
operation. It checks that if a process p, a member in the group, suspects another
process g to be faulty, S-GMP either removes p from the group view, or removes the
suspected process g.

3.3.1.2 Problems in S-GMP:

Validity, Sequence and Liveness properties are non-trivial requirements that
are of major interest to us, by which we can predict whether S-GMP specifications are
formally defined or not. Unfortunately, when S-GMP is applied to achieve the

primary partition model, major problems were encountered:

* Informal and Ambiguous Specifications

Anceaume in his paper [ACT95] was able to analyze the logic that Riccardi
used to prove her assumptions. Riccardi expressed the S-GMP properties using
Temporal Logic, which contains predicates, that use Branching Time Logic.
Anceaume proved that there are flows in the formal description of S-GMP properties.

He stated that some formulas used to express the requirements do not match the
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informal English description that defines them. This problem was found in both
GMP-3 & GMP-4 specifications. Consider the following flow that was found:

The formula that is used to express the (GMP-4), Liveness property, is stated
as,

00ut — GPq v Out — Gpp
Where (0) is a branching time logic indicating that the event could hold for sometime
during multiple execution runs. While Out-GP, indicates that the specified process
will be removed from the group. GMP-4 states in an informal English description that
when a process ¢ is found faulty, either the suspecting process p or the failed process
g is removed from the view. The logic described above, enforces the removal of p or
g at every run independent of the future system behavior, i.e., it imposes a “uniform
Juture.” However, if the logic is reformulated as,
O(Out = GF, v Out - Gp,)
Removal of p or g will be restricted depending on the system behavior, which is what
the requirement informally indicates. As a result, ambiguities during execution may
occur in Riccardi’s work.
e Violation of Safety

As noted in (GMP-3) Sequence property, views at any run must be identical.
Apparently, this requirement can only be partially specified if no failures or
partitioning occur. However, since partitioning and failures must be explicitly
confronted, inconsistencies between views might emerge resulting in the violation of

this property. Consider the following example:
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Ve ={(p.q,r,s),(p,q,s5)} p
q
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q Z P S p
: q 1
r T
S
Vg ={(p.q.7,5),(p,q,7)}
(Figure3.1-a) (Figure3.1-b)

Figure 3.1: Violation of Safety Property (GMP-3) in Riccardi

As shown in Figure 3.1, suppose you have a primary partition that consists of four

processes, p, g, r, and s. At a certain point in the execution time, p suspects that r is
faulty and ¢ suspects s to be faulty at the same time. As a result, p installs a new view
excluding r, vo” = {(p,q,5)}, while g excludes only s, installing v, = {(p.q,r)}. Now,
v2” and v, are not identical which violates the GMP-3 property.
¢ Violation of Liveness

Another problem was found that violates the requirement stated in GMP-4 as
well. The system would run into a Collective Suicide Problem. Collective suicide,
means that, processes within the group are collectively removed from the group and
are considered faulty without having the chance to change the current view of the
group.

Consider the following scenario, described in [ACT95], when processes inside

the group reach agreement in their views, they report changes to a manager process
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that handles and coordinates updates of those views ensuring that all views are
consistent. Suppose that the manager process suspects a certain process to be faulty,
GMP-4 requires the removal of either the faulty process or the manager. Suppose the
decision was to take the faulty process out; so, Manager informs other processes
inside the group of the new change. If a delay in response occur, the manager could
believe that the majoirity of processes are faulty, so it crashes itself according to
GMP-4. Hence, group members have to elect a new manager. Yet, the same situation
might be repeated with every new manager. As a result, the majority of the processes
will crash collectively, one after the other, without having the chance to install the
new view change.

From the above, mentioned problems, one can note that in primary partition
model, it is not easy to construct formal specification for Partitionable Group

Membership Service.

3.3.2 Newtop

We have mentioned Newtop before in the previous chapter, but our major
concern now, is to study its group membership main specifications and properties. In
this model, group membership was designed to support partitioning, allowing for
distinct concurrent views to exist among the multiple surviving partitions [EMS95].
3.3.2.1 Membership Properties in Newtop
3.3.2.1.1 VCI (Validity)

The validity requirement in Newtop is similar to the sequence property stated
by Riccardi. However, it is applied in a multiple partitioning environment, where it
ensures that the sequence of views installed by members that do not suspect each

other in a certain partition, are identical.
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3.3.2.1.2 VC2 (Liveness)

The Liveness property in Newtop, enhances Riccardi’s Validity requirement.
Consider a process g reachable from a functioning process p, and belongs to its
current view v;, crashes or becomes unreachable. Liveness guarantees that p will
automatically install another successive view v excluding the faulty process g.
3.3.2.1.3 VC3 (Virtual Synchrony)

Synchronization between multicast messages and membership views must be
atomic ensuring consistent delivery of messages.

3.3.2.2 Problems in Newtop

Newtop could be easily satisfied by the following trivial solution:
“Every process p initially installs {p} as its first view of the group and never installs
another view after this " [ACT95]. This solution is satisfied by Newtop’s group
membership service, which raises a major problem in the formation of views, causing
what is called Capricious View Splitting.
e Capricious View Splitting

This problem allows the splitting of all processes into a single “one-member”
view forever. This of course, is undesirable in our formal specification of group
membership, since we do not aim at single process interaction, but at changes, due to
the interaction between processes in the same partition or in multiple partitions, as

described in section 3.1. This problem has been overcome in the new specifications

of the group membership service designed in Dolev’s work [DMS95-2].

3.3.3 Dolev’s Partitionable Group Membership Service

A new framework for Partitionable Group Membership Service was

maintained in this model. It does not only handle partitioning, but also handles re-
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Merging, ensuring agreement of views among the different merged partitions. This

work was applied and implemented in the Transis system [DM95], see (Table 2.1-

chapter 2).
3.3.3.1 PGMS Properties

3.3.3.1.1 M.1 (Self-Inclusion)

Self-Inclusion, is a trivial requirement which states that each member inside
the group has his own set of views installed, and the whole group is a member of its
installed membership events.
3.3.3.1.2 M.2 (Order)

When processes inside the group change their views, PGMS goes through
these changes in the same order.
3.3.3.1.3 M.3 (Virtual Synchrony)

When membership changes, Virtual Synchrony ensures safe delivery of
messages in causal order.
3.3.3.1.4 M.4 (Liveness/Termination)

This property ensures the termination of the membership protocol where
blocking can never occur, by guaranteeing that if a process is suspected to be faulty, it
has to be removed from the membership views within a finite time.

3.3.3.1.5 M.5 (Non-Triviality)

This Non-Triviality property solves the trivial solution encountered in
Newtop. It guarantees that processes always have a chance to form a connected
membership with other processes regardless of any event executed in the past.
3.3.3.1.6 M.6 (Uniformity)

It guarantees that the process partitioned from the group should continnue

opearation as well as all machines interacting with that process.
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3.3.3.2 Problems in Dolev’s Work

Though the non-triviality solution was able to solve the problem of capricious
view splitting, yet, it allows for another major problem to exist, called capricious view
installation.

e Capricious View Installation

This problem arises in Dolev’s PGMS specification, since it doesn’t regulate
the installations of the new views reported. This problem was prevented by
Riccardi’s validity requirement (GMP-1), where it restricts the installation of new
views only if certain events have previously occurred. However, PGMS in Dolev’s
model neglects that major criteria which caused new views to be installed at any time
in an arbitrary way and with no reason, without even considering whether this view is
the result of a process join/leave or because of failures. This could also lead to the
arbitrary removal of processes that have not failed or have not even suspected to have
failed. Hence, as Anceaume [ACT95] and Dolev suggested, in order to eliminate
useless protocols as well as capricious installation of views, a failure detection

mechanism should be extended along with PGMS to detect process failures and

suspicions, which would make the system behavior more predictable.

3.3.4 Partitionable Group Membership Service in Babaoglu

The most recent work in this area of research is done and, still, being updated
in the Computer Science Department at the University of Bologna, Italy. Babaoglu’s
work, [BDGB95, BDM98, BDM99] in building a reliable group communication
service supporting PGMS and View Synchrony, has actually been implemented in

two major projects, RELACS [BDGD95] and Jgroup [Mont99], see (Table 2.1-
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chapter 2). Focusing on Partitionable Group Membership Service, this work aims at
building a set of formal specifications of PGMS avoiding flaws and trivial solutions
found in the aforementioned models. In addition, it satisfies almost all of the “Need-

To-Have” characteristics described in section 3.1.

3.3.4.1 PGMS Properties

Properties in Babaoglu are divided into three major sections. One that
specifies properties related to the single-partition level, another part is related to the
multiple-partition level, and finally, properties that applies to both levels. It also
excludes view synchrony semantics from the set of PGMS specification and devises a
separate set of properties and specifications for handling message delivery semantics,
which has not been done in any previous work.
3.3.4.1.1 GMP Properties Acquired in a Single-Partition Level

View Accuracy and View Completeness are of fundamental importance in the
construction of PGMS.

3.3.4.1.1.1 GM]1 (View Accuracy)

View Accuracy requires that each process install views including those
processes reachable from it, and exclude those that are considered unreachable. As
well as, if a process ¢ is permanently reachable from another process p, then p will
include g in its local view forever.

3.3.4.1.1.2 GM2 (View Completeness)

View Completeness, on the other hand, allows PGMS to check for
unreachable processes that were partitioned from the rest of the group and remains to
be unreachable. In such case, PGMS ensures that all local views in every correct

process will never include any of the unreachable sets.
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3.3.4.1.2 Properties Acquired in Multiple-Partition Level
3.3.4.1.2.1 GM3 (View A greement/Coherency)

Also stated as View Coherency in [BDM99]. This property is extremely
crucial for the validity and termination of the protocol. This property applies when
partitioning occurs, where views are re-adjusted to fit the current change. First of all,
it checks that, all processes belonging to the current view v for a certain process p,
install the same view, or else, p changes its current view with a new successor view
including only those processes who survived that change. Second, consider two
processes, p and g that are mutually reachable and have the same current view v
initially installed. p, then, installs a successor view to v. So, PGMS enforces ¢ to
either install a successor view, or crashes. Finally, this property ensures that all
processes that installed a successor view like p, must have initially installed view v<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>